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1 Introduction  

1.1 Purpose and scope of the document  
The purpose of this document is to provide a privacy impact assessment for “My Medical 
Record” (MyMR) project.  

MyMR is an electronic Patient Held Record (PHR).  It is a Personal Health Record (PHR) that is 
independent of the Trust Electronic Patient Record (EPR) which gives the patient a single online 
identity for all Trust services.   

PHR is an electronic health record where health data and information related to the care of a 
patient is maintained by the patient. 

PHR’s are relatively new within Health in the UK. Policy, advice and guidance around PHRs is 
relatively immature and there is no formal guidance available.  We have requested support for 
this PIA from the Information Governance Alliance and NHS Digital.  Therefore this document 
may be subject to further change and frequent reviews are planned. Please contact the 
document owner to ensure this is the latest version.  

The scope of this PIA covers the risks associated with the implementation and use of MyMR as 
described in section 2.3.  

1.2 What is meant by a Privacy Impact assessment (PIA)  
Privacy Impact assessment is a process which helps an organisation to identify and reduce the 
privacy risk within a project. An effective PIA will be used throughout the development and 
implementation of a project using existing project management process.  

What is meant by privacy? 

Privacy is about the right of an individual to be let alone. It can take two main forms and these 
can be subject to different types of intrusion: 

x Physical privacy – the ability of a person to maintain their own physical space or 
solitude. Intrusion can include unwelcome searches of a person’s home or personal 
possessions, bodily searches, acts of surveillance and taking of biometric information 

x Informational privacy – the ability of a person to control, edit, manage and delete 
information about themselves and to decide how and to what extent such information 
is communicated to others.  

Conducting a PIA is not a legal requirement of the Data Protection Act.  The Information 
Commission Office promotes PIA as a tool which will help organisation to comply with their DPA 
obligations as well as bringing further benefit.  
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1.3 Data controllers and PHRs  
PHRS provide a particular challenge with regards to the requirement for a data controller. The 
data protection act 1998 request that every organisation that processes personal information 
must register as a Data controlled with ICO.  UHS is registered with the ICO as data controller 
with the registration reference of Z4989884.  

However the principle behind a PHR is that the patient owns their record and is therefore the 
data controller.  The patient can edit, copy and delete their PHR as they wish.  

Formal information management guidance on PHRs is currently not available although it may be 
developed in the future. Informal guidance has indicated that organisations running PHR cannot 
discharge their responsibility as data controllers to the patient because that would discharge the 
organisations from their responsibilities in managing the security of the data. Therefore for the 
purpose of this document and until advised otherwise we have assumed that UHS is the data 
controller for the PHR to manage the data protection requirements although the patient owns 
their own record.  

2 Privacy impact assessment – screening questions  

2.1 Introduction  
x These questions identified by the Information Commission Office are intended to help 

decide whether a PIA is necessary.  
x Answering ‘yes’ to any of these questions is an indication that a PIA would be a useful 

exercise.  

2.2 Overview of the project 
My Medical Record has been developed by UHS Informatics services. The solution enables 
virtual care provision which can be used alongside or instead of face to face care provision. It 
has been successfully deployed on a small scale within UHS over the last 4 years.  
 
The solution has also been implemented in several other Trusts through cancer initiatives – 
Prostate Cancer UK and called TrueNTH. It has also been commissioned by McMillan for five 
other Trusts.   
 
MyMR benefits include: 
x Reduce the need for face to face follow up appointments by providing a virtual solution for 

self- supported management (called Patient Triggered follow up – PTFU).  
x Reduction in costs associated with running traditional face to face follow up outpatient 

services including production of patient letters (paper, postage costs and administration)   
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2.3 Current scope as at March 2017  
This version represents the current implementation as described in Appendix B  

2.4 Screening questions  
No Question Response  

1 Will the project involve the collection of 
new information about individuals? 

Yes – the solution involves collecting information 
about patients as part of their ongoing care 
management. The data collected is likely to be more 
comprehensive since patients are enabled to 
contribute to their own information.  

2 Will the project compel individuals to 
provide information about themselves? 

No – patients will be encouraged to self-manage their 
care and will be asked to provide supporting 
information about their health status.  They will be 
encouraged to keep the information in MyMR up to 
date. However the use of MyMR is not mandatory. 
Supported self-management can still be offered 
without using MyMR.  

3 Will information about individuals be 
disclosed to organisations or people who 
have not previously had routine access to 
the information? 

No – the information will only be shared between the 
patients and their current care providers for the 
specific disease they are receiving treatment/care for.  

4 Are you using information about individuals 
for a purpose it is not currently used for, or 
in a way it is not currently used? 

No – the information is being used to help clinical 
staff provide care to the patients as part of their 
medical record.  

5 Does the project involve you using new 
technology that might be perceived as 
being privacy intrusive? For example, the 
use of biometrics or facial recognition. 

No – this is an “opt in” service and does not use 
biometrics or any other similar technology.  

6 Will the project result in you making 
decisions or taking action against 
individuals in ways that can have a 
significant impact on them? 

Yes – the project will involve providing information 
that informs clinical decision making which may in 
turn have a significant impact on the patient.  

7 Is the information about individuals of a 
kind particularly likely to raise privacy 
concerns or expectations? For example, 
health records, criminal records or other 
information that people would consider to 
be private. 

Yes – the information about the patient that is being 
stored and processed in this solution is their health 
record which would be considered private.  

8 Will the project require you to contact 
individuals in ways that they may find 

No - The system does not contact the patient – the 
patient chooses to log into the system.  
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No Question Response  

intrusive? 

3 Consultation  

3.1 Overview of the consultation process  
The consultation process was started in July 2016. We sent a brief questionnaire to 23 
stakeholders. We requested responses back by Mid-August 2016. Due to holiday season we 
extended the deadline until end of August in order to receive enough replies.  

The questionnaire provided an option to return an anonymous response by sending the 
completed questionnaire to a postal address in Informatics at UHS. None of the stakeholders did 
this.  

The questionnaire was slightly adapted according to the stakeholder it was sent to. Some 
stakeholders recognise the PHR as MyMR and some of them recognise it as TrueNTH depending 
on how and where they have encountered it.  (NB the solution has been provided to other 
Trusts as part of the Prostate Cancer UK initiative and those customers know it as TrueNTH)   

 

3.2 Stakeholders consulted 
The following stakeholders were consulted as part of the consultation exercise.  

x Caldicott guardian at UHSFT  
x IG Lead at UHSFT 
x Members of UHSFT Informatics Team  
x Cancer nurse specialists using the system  
x Cancer support worker using the system  
x Expert patients using the system  
x Patient representatives on TrueNTH project 
x Clinical nurse specialist using the system 
x Project staff at TrueNTH supported self-management  
x Support staff at Get Real Heath, US based software supplier 
x Project staff at Clatterbridge Cancer NHSFT 
x GP & CCIO for Hampshire Health Record 
x South  West Commissioning  Support  Unit 

3.3 Information given to the stakeholders  
We prefaced the questionnaire with a short description of why we wanted to undertake 
the PIA 

The (MyMR /TrueNTH) IT solution has been proven in several clinical settings as an 
effective tool to support clinical care  
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The solution changes the way that clinical services are provided and empowers patients 
with access to more information than in traditional care provision. (MyMR /TrueNTH) 
also enables the patient to contribute and add to their medical record – a situation that 
is very different from paper based case notes. The solution is being used outside of 
UHSFT by other Trusts.  

The Informatics Team at UHSFT want to make sure that all aspects of the solution 
continue to be checked for compliance with the data protection act and that we are able 
to support other organisations in their implementation of the solution.  

We want to ensure that we have taken every step to manage and mitigate any risks 
associated with this solution.  

We want to make sure we address all concerns that anyone might have in relation to the 
use of the system.  

We want to be able to provide a template PIA as part of the project initiation process for 
any organisation or clinical service.  

3.4 Questions that were asked 
The following table shows the questions that were asked in the stakeholder consultation.  

No Question  

1 What are the risks to patients using the solution? What concerns might patients have around the 
information and data that is shared? 

2 What are the risks to staff using the solution? What concerns might staff have around the 
information and data that is shared? 

3 What are the risks to organisations using the solution? What concerns might organisations have in 
enabling their patients and staff to use this solution? 

4 Are there any other risks you can identify with the IT solution?  

5 (MyMR TrueNTH) gives ownership of information to patients. What risks do you perceive from this?  

6 Do you have any other concerns about the (MyMR TrueNTH) solution or any general comments 
about this PIA? 
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3.5 Responses to the stakeholder consultation   
The outcome of the consultation process was: 

Description Number  of 
stakeholders 

Responded and completed a questionnaire 14 

Responded but completed a questionnaire as a team 3  

Responded but declined to complete a questionnaire 1 

Did not respond  5 

Total  23  

 

 

3.6 Summary of the stakeholder consultation exercise  
These actions have been completed:  

x Identified stakeholders within and externally to UHS who have knowledge of the PHR 
solution  

x Composed a simple questionnaire  
x Issued that questionnaire to the stakeholders 
x Received responses to the questionnaire 
x Logged all responses and points raised in a PHR Risk log  
x Categorised the responses according to the risk area they identified.  
x Validated the responses to ensure they made sense and were worded as risks.  
x Removed any responses that were not risks e.g. statements, requests for other 

functionality etc.   
x Summarised these risks into a consolidated list by removing duplicates and responses 

that are not risks 
x Scored the consolidated risks  
x Identified the mitigation measures already in place for these risks  
x Identified a score for the risk which included the mitigation measures in place  
x Identified and documented any actions resulting from the review of the risks 
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4 Linking the PIA to the Data Protection Act principles 

4.1 Notes on completion of this section  
This section is included to identify where there is a risk that the project will fail to comply with 
the Data Protection Act, Caldicott Guardian Principles or other relevant legislation, for example 
the Human Rights Act. 

  

4.2 Principle 1 
Personal data shall be processed fairly and lawfully and, in particular, shall not be processed 
unless: 

a) At least one of the conditions in Schedule 2 is met, and 

b) In the case of sensitive personal data, at least one of the conditions in 
Schedule 3 is also met. 

No Question  Response  

1 Have you identified the purpose of 
the project? 

The purpose of the project is to transform the 
delivery of healthcare for a high percentage of UHSFT 
patients by providing a solution for virtual 
management.  

2 How will you tell individuals about 
the use of their personal data? 

This information is provided as part of the patient sign 
up.  

3 Do you need to amend your privacy 
notices? 

This is not required as UHS will not be processing or 
using the information collected in a different way.  

Please see Appendix A for the privacy notice used as 
part of the sign up process for patients.  

4 Have you established which 
conditions for processing apply? 

The processing is necessary for medical purposes, and 
is undertaken by a health professional or by someone 
who is subject to an equivalent duty of confidentiality. 

5 If you are relying on consent to 
process personal data, how will this 
be collected and what will you do if 
it is withheld or withdrawn? 

Agreement to use the system is obtained from the 
patient as part of the sign up process.   No processing 
of data will take place without agreement. The 
patient is not required to use the system to receive 
healthcare. It is an optional service.   

 If your organisation is subject to the The Human Rights Act is a UK law passed in 1998. It 
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No Question  Response  

Human Rights Act, you also need to 
consider: yo actions interfere with 
the right to privacy under Article 8? 

means that you can defend your rights in the UK 
courts and that public organisations (including the 
Government, the Police and local councils) must treat 
everyone equally, with fairness, dignity and respect. 
As a public organisation, UHSFT is subject to this act.  

6 Have you identified the social need 
and aims of the project? 

This project aims to improve healthcare. Healthcare 
provision and improvement is a social need  

7 Are your actions a proportionate 
response to the social need? 

The patient is under the care of the clinical service 
and MyMR provides a solution to share information 
between the patient and the clinical team 
electronically.  

 

4.3 Principle 2 
Personal data shall be obtained only for one or more specified and lawful purposes, and shall 
not be further processed in any manner incompatible with that purpose or those purposes. 

No Question  Response  

1 Does your project plan cover all of 
the purposes for processing personal 
data? 

The project and its implementation covers all the 
purpose for processing personal data which is for 
providing healthcare to our patients.  A detailed list of 
current purposes of MyMR is contained in Appendix 
B.  

2 Have you identified potential new 
purposes as the scope of the project 
expands? 

Any proposed new purposes for processing would 
have to go through a sign off process. The Information 
Strategy Steering Group (ISSG) is the Informatics 
Board within the Trust that would have delegated 
authority for reviewing any new purposes. A steering 
group for MyMR will also be established and will 
report to ISSG.  
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4.4 Principle 3 
Personal data shall be adequate, relevant and not excessive in relation to the purpose or 
purposes for which they are processed. 

No Question  Response  

1 Is the quality of the information 
good enough for the purposes it is 
used? 

The data quality of data input by the Trust is assured. 
The Trust has data quality processes in place to check 
the quality of data held in the Trust systems.  We 
cannot assure the data quality of the information 
provided by the patient since it is their own 
information and the PHR enables them to input it. The 
patient has to take responsibility for the data they 
have input.   

The UHS Informatics service includes a data quality 
team and they work to check the accuracy of patient 
data held in the Trust electronic systems and to 
ensure we are compliant with the data definitions and 
standards from the centre.  The team do this by 
reviewing data quality reports and undertaking 
regular data quality audits and exercises to address 
areas where data quality needs to be improved e.g. 
updating the patient's GP details, NHS number and 
patient demographics this also enables compliance 
with the IG toolkit matrix.    

Most of the data quality work is undertaken in the 
Trust PAS system as this feeds most of the EPR and 
downstream systems. e.g. PACS, Medisoft and ITU 

The reporting lines for this is the UHS Data Quality 
Steering Group chaired by Director of Transformation 
and Improvement. 

Data quality is also addressed through the 
implementation of EPR systems that do not allow 
information to be entered unless it is correct and 
have mandatory fields that have to be completed 
before a record can be saved. 

Nurses check the data provided by the patients. If 
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No Question  Response  

they spot data quality issues they notify the patient 
and or discuss with their own clinical team.  

2 Which personal data could you not 
use, without compromising the 
needs of the project? 

An individual MyMR comprises a subset of data held 
in the patient’s hospital medical record and 
information contributed by the patient themselves 
relevant to their treatment and condition.  Not all 
personal information held about the patient will be 
available in the MyMR record.  

 

4.5 Principle 4  
Personal data shall be accurate and, where necessary, kept up to date. 

No Question  Response  

1 Does the software allow you to 
amend data when necessary? 

The PHR software allows patients to amend their data 
which they enter. The documents and information 
which is fed into MyMR in PDF format from the Trust 
EPR system cannot be edited in MyMR. This 
information could be edited in the Trust EPR if it was 
incorrect.  

2 How are you ensuring that personal 
data obtained from individuals or 
other organisations is accurate? 

Personal data obtained from UHS system is subject to 
routine data quality checks to ensure accuracy. 
Patients can input their own data and this may not be 
accurate or up to date. Nurses check this information 
as part of the patient reviews they undertake using 
MyMR however this is a risk for staff and has been 
added to the PIA Risk register.  
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4.6 Principle 5 
Personal data processed for any purpose or purposes shall not be kept for longer than 
necessary for that purpose or those purposes. 

No Question  Response  

1 What retention periods are suitable 
for the personal data you will be 
processing? 

There are no defined retention periods for PHR data. 
The data belongs to the patient therefore it is their 
responsibility to define the retention period for what 
is in effect a copy of their electronic hospital record. 
The information in the hospital system will be 
retained in line with the legal requirements for health 
records. Archiving or deleting the data from the 
hospital system will not remove it from MyMR.  

2 Are you procuring software that will 
allow you to delete information in 
line with your retention periods? 

The software will allow information about the 
patient’s health record to be deleted in the UHS side 
of the solution.  

It cannot delete information about the patient’s 
health record in the patient side of the solution. The 
UHS software can be disconnected from the patient 
side of the solution so their health information is no 
longer visible. The information in MyMedical record 
which details the patient’s health record will be 
retained in line with the legal requirements for health 
records. 

 

 

4.7 Principle 6  
Personal data shall be processed in accordance with the rights of data subjects under this Act. 

No Question  Response  

1 Will the systems you are putting in 
place allow you to respond to 
subject access requests more easily? 

The existing Trust process for SARs will be used to 
access information held by the Trust.   The Trust 
would not use the information in MyMR to respond to 
a subject access request (SAR) as the data in MyMR is 
considered to be a duplicate of the information held 
in the EPR except for the patient provided 
information. If the data in MyMR differs then it is 
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No Question  Response  

because the patient has provided it/ added it.  

2 If the project involves marketing, 
have you got a procedure for 
individuals to opt out of their 
information being used for that 
purpose? 

The project does not involve marketing which would 
use patient information.   

 

4.8 Principle 7 
Appropriate technical and organisational measures shall be taken against unauthorised or 
unlawful processing of personal data and against accidental loss or destruction of, or damage 
to, personal data. 

No Question  Response  

1 Do any new systems provide 
protection against the security risks 
you have identified? 

The PHR has been configured to adequately protect 
against security risks. This is covered in the PIA risk 
assessment. Security of the system is discussed and 
reviewed at patient forums and workshops. Any issues 
identified are added to the risk log and addressed.  

2 What training and instructions are 
necessary to ensure that staff know 
how to operate a new system 
securely? 

Training for the staff is provided by the user support 
administrator located in the Informatics development 
team  

 

4.9 Principle 8  
Personal data shall not be transferred to a country or territory outside the European Economic 
Area unless that country of territory ensures and adequate level of protection for the rights 
and freedoms of data subjects in relation to the processing of personal data. 

No Question  Response  

1 Will the project require you to 
transfer data outside of the EEA? 

No.   

2 If you will be making transfers, how 
will you ensure that the data is 
adequately protected? 

Data will not be transferred.  
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5 Privacy impact assessment   

5.1 The need for a PIA 
The previous sections in this document have identified the need for a PIA.  The benefits of the 
project are explained in the Full business case for the project and the Informatics strategy for 
UHS (2015). Further benefits of PHRs are explained in national NHS documents including NHS 
England strategy and targets. The PIA has been produced to assess and demonstrate that the 
project team have fully thought through this large informatics project which will have a 
significant impact on patients, staff and the organisation.
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 5.2 

The inform
ation flow

s 
This section describes the inform

ation flow
s for the PHR solution and the transaction record. The first section show

s the im
plem

entation using 
Health Vault as the registration platform

. The second section show
s an im

plem
entation w

ithout Health Vault.   

5.2.1 
Basic configuration of the M

yM
R Service using H

ealth Vault as the registration platform
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 5.2.2 

The patient registration process 
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 5.2.3 

Registration Process – Step 1  
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 5.2.4 

Registration Process – Step 2 
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 5.2.5 

Registration process – Step 3 
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 5.2.6 

 Registration process – Step 4  

 

N
B – Som

etim
es this is a seven day delay before new

 docum
ents go into the patient record from

 eDocs (e.g. M
DT m

eetings w
ant to verify the 

inform
ation and discuss w

ith patients before copies are m
ade available) 
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 5.2.7 

Connection of a rem
ote hospital   
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U
se case exam

ple – using M
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R for pre-assessm
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Basic configuration of the M
yM

R Service (w
ithout H

ealth Vault)  
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  5.2.10 Registration Process – Step 1 (w

ithout H
ealthVault) 
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  5.2.11 Registration Process – Step 2 (w

ithout H
ealth Vault) 
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   5.2.12 Registration process – Step 3 (w

ithout H
ealth Vault)  
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  5.2.13 Registration process – Step 4 (w

ithout H
ealth Vault) 
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 5.2.14 Connection of a rem

ote hospital   (w
ithout H

ealth Vault)  
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5.3 The privacy and related risks.  
A formal PHR MyMR risk register has been produced to document the privacy risks.  Risks are added to the risk register 
from review of PHRs, the stakeholder consultation and ongoing work with patient groups and project rollout. The table 
below explains the score methodology used. This is the Trust’s standard risk scoring matrix: 

Consequence

Likelihood 1 None 2 Low 3 Moderate 4 Severe 
5 Catastrophic / 
Death

Rare 1 Green 1 Green 2 Green 3 Yellow 4 Yellow 5
Unlikely 2 Green 1 Yellow 4 Yellow 6 Orange 8 Orange 10
Possible 3 Green 3 Yellow 6 Orange 9 Orange 12 Red 15
Likely 4 Yellow 4 Orange 8 Orange 12 Red 16 RED RED 20
Certain 5 Yellow 5 Orange 10 Red 15 RED RED 20 RED RED 25  
 
Initial scores have been assigned to the risks. Each risk has then been reviewed in order to identify the measures that are 
already in place to address this risk. If the measure reduces the risk then the score has been reduced. If it is felt the 
measure does not reduce the risk or there is no measure then the risk score remains the same. To date no risks with a 
score of 15 or over have been identified. Actions have been identified for any risks where it is believed that further 
action could be taken.  

A copy of the latest MyMR risk log is available on request from the Programme Manager. Please see section 5.6 for 
contact details.  

5.4 The sign off and recording the PIA outcomes  
The PIA will be signed off by MyMR Steering group. The MyMR Steering group will be responsible for tracking the action 
plan for the PIA risks.  

5.5 Integrating the PIA outcomes back into the project plan   
The programme Manager – Kevin Hamer is responsible for integrating the PIA outcomes back into the project plan and 
updating any project management paperwork.   

5.6 Contact point for future privacy concerns 
The contact point for any privacy concerns relating to MyMR that may arise in the future is: 

Kevin Hamer  
IT Development Service Manager and Programme Manager for MyMR   
Tel: 023 8120 6389 
Email – kevin.hamer@uhs.nhs.uk  
 
Informatics Team  
University Hospital Southampton NHS Foundation Trust 
Second Floor, Old Nurses Home, MP79 
Southampton General Hospital, 
Tremona Road,  
Southampton, SO16 6YD 
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6 Appendix A – Privacy Statement for patient online service 
VERSION 2.3 - 13th April 2017 

My Medical Record – Information for Account Holders  

Purpose of My Medical Record (MMR) 

1. This website is owned and operated by University Hospital Southampton NHS Foundation Trust (UHSFT).  The 
Trust is a data controller registered with the Information Commissioner. 

2. This site stores and displays personal and medical information about you which together form your Personal 
Health Record (PHR).  Some of your PHR will be copies of information from UHSFT medical record systems. The 
information which is held in the UHSFT system is the master record.  

3. Personal information you provide on this site may be used by us in a number of ways, for example:  

x to update your main hospital record  
x to provide you with appropriate healthcare and treatment, both now and in the future 
x to provide you with the opportunity to take part in research and development projects 

undertaken by UHSFT  
x to provide you with appropriate advice and information relating to your treatment and care 
x  to provide you with the opportunity to take part in surveys and audits we undertake to improve 

our services 
 

Contributing to Your PHR 

4. As part of your care - you may be asked or given the opportunity to provide electronic information about 
yourself and to keep it up to date.   

5. You can update or delete information you have added to your record and advise us if any other information 
displayed in your PHR is no longer accurate or up to date. 

6. The information you add to this website may be used by your clinical team to decide on the most appropriate 
treatment to provide to you.  Please take care when entering any information to ensure it is accurate.    

Use of Cookies and monitoring your use of MMR 

7. In order to continually improve this service we will monitor your usage of this site. We do this using Google 
analytics which gives us information which includes but is not limited to where and how you sign in, which pages 
you visit and how long you spend viewing information.   

8. We will also use information about how you use the site in an anonymised way to produce reports and reviews 
including but not limited to academic papers and patient experience reviews. 

9. My Medical Record uses non persistent cookies. Non-Persistent cookies are stored in the memory on your 
computer and are destroyed when the browser is closed. By signing this statement you are agreeing to the use 
of cookies for My Medical Record. We may use cookies to give you content based on your likes, requirements 
and interests.  
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Password Management and Security 

10. You will be assigned a password to initially open an account on the site.  Please change it when you first log in to 
something memorable known only to you. Don't share your password with anyone else or write it down. It's 
good practice to change your password regularly, even if you think nobody else knows it. 

11. The information in this website is confidential and personal to you. In the same way that you would keep your 
access details and password confidential for other private on line services like for example your bank – you 
should manage this website in the same way. You can change your password at any time. The current process is: 

x Click on ‘forgot password’ at login screen 
x An email will be sent to you with a unique link 
x When you open the email - click on the link and reset your password 

Contact Details 
 

12. As part of the registration process for this site you have to provide valid e-mail address and mobile phone 
number.  If you do not have these and wish to provide the details of a friend or relative as your contact details 
please ensure you have their permission to do this. UHSFT will store their email and mobile phone number 
against your personal details.   

13. If you want to know more about the ways the Trust uses your information or how you can obtain copies of the 
information we hold about you please visit the Trust website www.uhs.nhs.uk or contact the Trust data 
protection office on 023 8120 5079. 

Privacy and Confidentiality 

Information you add to your PHR may form part of your hospital medical record or be used to update existing 
information in your hospital medical records.  A full explanation of how UHSFT uses the information we hold about 
patients and complies with its obligations to keep information it hold private and confidential  is published in our 
information leaflet ‘Confidentiality and Use of Patent Information’ which can be viewed at 
http://www.uhs.nhs.uk/Media/Controlleddocuments/Patientinformation/Stayinginhospital/Confidentialityanduseofpati
entinformation(leaflet).pdf 

I have read and understood this information 

 

Signed  

 

 

 

Date  

 



 

37 
 

 

7 Appendix B – Current purpose and configuration at UHS  
This description is relevant for the implementation at UHS FT. Other sites will have a different configuration.  

7.1 Current purposes of MyMR  
The current purposes of MyMR are to: 

x Record basic demographic information including name, address and GP   
x Provide an electronic solution for patients to record key health data such as weight 
x Share electronic results  
x Share Electronic patient letters  
x Share appointments  
x Enable electronic messaging between patients and their healthcare team  
x Record Health MOT questionnaires  
x Research studies  
x Undertake patient targeted follow up clinics – also called virtual clinics which replace face to face outpatient 

appointments 
x Pre-operative assessment questionnaires  
x Patient outcome questionnaires  

7.2 Trust systems that feed data into MyMR  
The Trust uses internal configuration (eDocs SQL) within its EPR to mark documents that can be shared with MyMR.  

The following list identifies the documents that are sent into MyMR if they exist for the patient in the EPR.  

x Additional Records and Forms 
x Admin Letters 
x Anaesthetic and Operation record 
x Clinic notes and Correspondence 
x Discharge Summary 
x Investigation Results 
x IP History 
x Safeguarding 
x Scanned Historic 
x Key Documents 
x Research 
x Results  
x Appointment data from Radiology  

7.3 Feeding information back into Trust EPR 
Messaging conversations taking place in My medical record can be simultaneously exported to eDocs. This function has 
been implemented for two purpose: 
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1. To support billing where “virtual conversations” have an agreed tariff and are replacing telephone 
conversations. 

2. Because the conversation is clinically relevant and needs to be stored in the patient’s notes 

The conversations can be marked for export with a single click.  To do this the user needs to tick the ‘mark for 
export/billing’ box on any relevant message in MyMR. This only needs to be done once and it will export the entire 
thread to eDocs. It is not necessary to tick the box on every message that is sent within a single conversation thread. It is 
also possible to mark messages previously sent though this requires a couple more clicks. 

Please see the below the images for examples on how to initiate the export and an example of an export visible in 
eDocs. 
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How this information appears in eDocs 
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8 Appendix C – agreement to use MyMR  
There are certain specific circumstances which need further explanation and are in development at the time of writing 
this document. Some examples are detailed in this section.   

8.1 Children  
Children may be signed up to use MyMR by their parents.  The process for Children needs further work to consider how 
the registration of the agreement to use the system can be documented (not currently done) and therefore changed. An 
example might be where a parent has agreed for a child to use the system and they receive the notifications. Then there 
is a change in the parental responsibility and agreement should be obtained again by the Hospital or clinical service. 

8.2 Adults who do not have capacity 
In cases where adult patients do not have capacity to understand or undertake the processes required for registering for 
MyMR then a carer or family member may sign up on their behalf. The staff undertaking the registration process must 
check that the nominated carer or family member has authority (power of attorney) and is therefore authorised to do 
this on their behalf. A power of attorney (POA) is a legal document in which the person/patient designates another 
person (called the attorney) to act on their behalf to make all decisions, in specified matters or in all matters. There are 
different types of POA. This area needs further work to establish best practice.  

8.3 Where a user does not have access to IT 
The current privacy statement covers this scenario. However there should also be a process for the nominated family 
member or friend to agree for us to hold their mobile number and email address. This is in development.  

8.4 Removal of agreement to use MyMR 
If the patient decides to remove agreement for the use of MyMR the MyMR support team would have to instigate a 
manual process to remove the account and disconnect the data flows from the UHS Systems.  

8.5 Summary of these areas 
These areas are being explored further through additional work. A paper has been produced and expert advice is being 
sought.  
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9 Appendix D - Change Control  
If any new functionality is added to MyMR which requires us to change what we tell patients or dramatically alters the 
scope, a revised PIA will be required.  

This PIA will be updated annually or in the following circumstances: 

x When new services are added to MyMR solution  
x When existing services are changed  
x When existing services are removed or no longer made available  
x When the solution undergoes a significant technical upgrade which impacts on the data flow models  
x When the current purposes described in section 7.1 changes 
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10 Appendix D - FAQs re MyMR 
The following list of FAQs has been compiled based on common questions that are asked about MyMR. 

Question  Response  

1. Does data get stored on the 
Microsoft Health Vault?   

Health Vault is a data store but we tend not to use Microsoft HealthVault at the 
moment. Currently, patient data is stored in a local store but unattached from the 
Southampton network and core systems. 

2. Where is MyMR located? All new patients would be on the local store which is physically located in 
Southampton. However, in time we intend to cloud store on Microsoft Azure. This 
would be within the EU and could be within the UK (they have many data centre 
options). 

3. Where is the My Medical 
Record Server located? 

The web server is physically hosted at UHSFT (outside our network). The data store 
is physically located at UHSFT (inside our network).  

4. Is data stored on the web 
server 

No  

5. How is the access to patient 
records controlled? Any 
audit reports? How 
regularly? 

Each patient has their own individual record. They agree to creation and clinical 
team access. Members of the clinical team login individually to a team account, 
providing full audit whilst keeping things simple for the patient.  We can audit all 
aspects as required. 

6. How often are the records 
maintained? Death reports? 

Maintenance of the record is largely down to the patient (outside of agreed data 
feeds from the hospital). Upon receipt of any death notification we mark the patient 
appropriately in our system such that they are taken off the ‘active’ list so letters 
etc. cannot be created. A report could be generated if required but they are 
automatically placed on a deceased list. 

7. Management of patient 
accounts on my medical 
record.  

All records are setup (and continually managed) by the local clinical team following 
appropriate agreement with the patient. 

 

8. Who does the patient make 
a subject access request to? 

We don’t think this is a separate system from a SAR perspective. Everything in their 
record is a replication of data that exists elsewhere or is in their online record 
because they have added it. If they made a general SAR to the Trust it would follow 
the normal process. 

9. UHSFT will manage all other 
issues third party technical 
teams directly - Who are the 

Currently just UHSFT and Get Real Health. In future also Microsoft Azure and 
possibly Microsoft HealthVault. 
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Question  Response  

Third Parties involved?  

10. Who owns the record? Ownership of a PHR is a complicated area. The concept doesn't exist in data 
protection but if anyone "owns" a medical record it is the Secretary of State for 
Health and Social Care. The solution does not give the patient their whole medical 
record and does not remove any information from the record that the Secretary of 
State owns. The solution provides a duplicate copy of part of their medical record , 
for example: 
- A standard set of lab results 
- Additional lab results based on condition e.g. prostate or thyroid 
- Some documents such as all letters e.g. discharge summaries  
 
It is reasonable for the patient to assume that they own all of this, as: 
- they can break their relationship with us or the NHS and still have access to it 
- they can delete it 
- they can add to it 
- they can choose who they share it with 
 

11. Is it possible to tell when a 
patient status changes in 
their use of MyMR? 

The MyMR tracker does log status changes (between 
active/suspended/recalled/deceased/discharged) with a date. This log and other 
audit trails are stored in SQL server not patient record so already very easy to run 
analysis against. 
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 11 Appendix E - Im

plem
ented services – M

arch 2017 

Service_ID 
Service_Description 

Team
_N

am
e 

M
HR_U

RL 
Hospital_ID 

HealthVault 
Local 

LIVAIN
BRE 

Aintree Breast Cancer 
Aintree Breast 

livinglongerlivingbetter.uhs.nhs.uk 
REM

 
Local 

LIVAIN
CO

L 
Aintree Colorectal 

Aintree Colorectal 
livinglongerlivingbetter.uhs.nhs.uk 

REM
 

Local 
LIVAIN

PRO
 

Aintree Prostate Cancer 
Aintree Prostate 

livinglongerlivingbetter.uhs.nhs.uk 
REM

 
Local 

LIVELO
N

GHELEN
BRE 

Living Longer St Hel 
St Helens Breast 

livinglongerlivingbetter.uhs.nhs.uk 
RBN

 
Local 

LIVSO
U

CO
L 

Southport Colorectal 
Cancer 

Southport Colorectal 
livinglongerlivingbetter.uhs.nhs.uk 

RVY 
Local 

LIVSO
U

PRO
 

Southport Prostate 
Cancer 

Southport Prostate 
livinglongerlivingbetter.uhs.nhs.uk 

RVY 
Local 

GEN
 

General (Non pathw
ay 

specific) 
General 

m
yhealthrecord.uhs.nhs.uk 

RHM
 

HealthVault 
U

HSBREAST 
U

HS Breast 
Breast Cancer 

m
yhealthrecord-breast.uhs.nhs.uk 

RHM
 

Local 
CF 

Cystic Fibrosis 
CF Team

 
m

yhealthrecord-cf.uhs.nhs.uk 
RHM

 
Local 

CHATP 
Sheffield Prostate Cancer 

Sheffield Prostate 
m

yhealthrecord-chatp-
ppe.uhs.nhs.uk 

RHM
 

Local 

CO
LO

RECTAL 
U

HS Colorectal 
Colorectal 

m
yhealthrecord-

colorectal.uhs.nhs.uk 
RHM

 
Local 

CO
N

CAR 
Congenital Cardiology 

Congenital 
Cardiology 

m
yhealthrecord-concar.uhs.nhs.uk 

RHM
 

HealthVault 

IBDCD 
Gastroenterology 
(Crohn's Disease) 

IBD CD Team
 

m
yhealthrecord-ibdcd.uhs.nhs.uk 

RHM
 

HealthVault 

IBDU
C 

Gastroenterology 
(U

lcerative Colitis) 
IBD U

C Team
 

m
yhealthrecord-ibduc.uhs.nhs.uk 

RHM
 

HealthVault 

LYM
PH 

Lym
phom

a Cancer 
Lym

phom
a Team

 
m

yhealthrecord-
lym

phom
a.uhs.nhs.uk 

RHM
 

 
M

AT 
M

aternity 
M

aternity Team
 

m
yhealthrecord-m

at.uhs.nhs.uk 
RHM

 
HealthVault 

PIBDCD 
Paed Crohns Disease 

PIBDCD Team
 

m
yhealthrecord-pibdcd.uhs.nhs.uk 

RHM
 

HealthVault 
PIM

M
U

N
O

 
Paed Im

m
uno Deficiency  

Pim
m

uno Team
 

m
yhealthrecord-

RHM
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Service_ID 
Service_Description 

Team
_N

am
e 

M
HR_U

RL 
Hospital_ID 

HealthVault 
Local 

pim
m

uno.uhs.nhs.uk 
PRO

O
F 

PCU
K Post Surgery 

U
CLH Prostate Team

 
m

yhealthrecord-proof.uhs.nhs.uk 
RHM

 
 

PRO
 

Prostate Cancer 
Prostate Team

 
m

yhealthrecord-
prostate2.uhs.nhs.uk 

RHM
 

HealthVault 

RHEU
M

 
Rheum

atology 
Rheum

atology Team
 

m
yhealthrecord-

rheum
atology.uhs.nhs.uk 

RHM
 

 
RSG 

Ready Steady Go 
Ready Steady Go 
Team

 
m

yhealthrecord-rsg2.uhs.nhs.uk 
RHM

 
Local 

TESTICU
LAR 

Testicular Disease 
Testicular Team

 
m

yhealthrecord-
testicular.uhs.nhs.uk 

RHM
 

HealthVault 
U

HSGEN
ERAL 

U
HS General Pathw

ay 
U

HS General 
m

ym
edicalrecord.uhs.nhs.uk 

RHM
 

Local 

PREASSESSM
EN

T 
U

HS Pre assessm
ent 

Pre-assessm
ent 

Team
 

m
ym

edicalrecord-
assessm

ent.uhs.nhs.uk 
RHM

 
Local 

CHEM
O

 
Chem

otherapy 
Chem

o 
m

ym
edicalrecord-chem

otherapy-
ppe.uhs.nhs.uk 

RHM
 

Local 

PCARDIO
 

Paediatric Cardiology 
P Cardio Team

 
m

ym
edicalrecord-

pcardio.uhs.nhs.uk 
RHM

 
Local 

PRO
STBATH 

Bath Prostate Cancer 
Bath Prostate Team

 
truenth.uhs.nhs.uk 

RD130 
Local 

PRO
STCO

RN
 

Cornw
all Prostate Cancer 

Cornw
all Prostate 

Team
 

truenth.uhs.nhs.uk 
REF 

Local 

PRO
STDART 

Dartford Prostate Cancer 
Dartford Prostate 
Team

 
truenth.uhs.nhs.uk 

RN
7 

Local 

PRO
STHELEN

 
St Helens Prostate Cancer 

St Helens Prostate 
Team

 
truenth.uhs.nhs.uk 

RBN
 

Local 

PO
STSU

RADD 
Post Surgery 
Addenbrookes Hospital 

Post Surgery 
Addenbrookes 

truenth-postsurgery.uhs.nhs.uk 
RGT 

Local 

PO
STSU

RBRI 
Post Surgery Bristol 
U

rological Institute 
Post Surgery Bristol 

truenth-postsurgery.uhs.nhs.uk 
RVJ 

Local 
PO

STSU
RCHRIS 

Post Surgery Chrisitie  
Post Surgery Christie 

truenth-postsurgery.uhs.nhs.uk 
RBV 

Local 
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Service_ID 
Service_Description 

Team
_N

am
e 

M
HR_U

RL 
Hospital_ID 

HealthVault 
Local 

PO
STSU

RFRE 
Post Surgery Freem

ans 
Hospital 

Post Surgery 
Freem

an 
truenth-postsurgery.uhs.nhs.uk 

RTD 
Local 

PO
STSU

RGU
Y 

Post Surgery Guys and St 
Thom

as 
Post Surgery Guys 

truenth-postsurgery.uhs.nhs.uk 
RJ1 

Local 
PO

STSU
RLIST 

Post Surgery Lister 
Post Surgery Lister 

truenth-postsurgery.uhs.nhs.uk 
RW

H 
Local 

PO
STSU

RBERK 
Post Surgery Royal 
Berkshire 

Post Surgery 
Berkshire 

truenth-postsurgery.uhs.nhs.uk 
RHW

 
Local 

PO
STSU

RM
AR 

Post Surgery Royal 
M

arsden 
Post Surgery 
M

arsden 
truenth-postsurgery.uhs.nhs.uk 

RPY 
Local 

PO
STSU

RU
HS 

Post Surgery 
Southam

pton 
Post Surgery U

HS 
truenth-postsurgery.uhs.nhs.uk 

RHM
 

Local 

PO
STSU

RSTGE 
Post surgery St George 

Post surgery St 
George 

truenth-postsurgery.uhs.nhs.uk 
RJ7 

Local 
PO

STSU
RU

CL 
Post Surgery U

CL 
U

CLH Team
 

truenth-postsurgery.uhs.nhs.uk 
RRV 

Local 

PO
STSU

RW
EST 

Post Surgery W
estern 

Post Surgery 
W

estern 
truenth-postsurgery.uhs.nhs.uk 

SS9 
Local 

GEN
O

M
CAN

 
W

essex GM
C Adult 

cancer 
W

essex Cancer 
w

essexgenom
e.uhs.nhs.uk 

RHM
 

Local 

GEN
O

M
RARE 

W
essex GM

C Rare 
Disease 

W
essex Rare 

w
essexgenom

e.uhs.nhs.uk 
RHM

 
Local 

GEN
O

M
RAREQ

AH 
W

essex GM
C Rare Q

AH 
W

essex Rare Q
AH 

w
essexgenom

e.uhs.nhs.uk 
RHU

 
Local 

 


